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Abstract—Nanosecond-level synchronization of network nodes
is an enabler for a wide range of distributed applications. The
achievable accuracy of network synchronization is bounded by
measurement errors in both packet ingress and egress time-
stamps provided by the network adapters. Today’s commodity
network adapters provide time-stamps with an accuracy of, at
best, 100s of nanoseconds. Improving the accuracy rate of the
time-stamp would require a new hardware design and take
years to deploy. In this paper, we present Artificial Accurate
Time-stamp (AAT), a machine-learning-based software method
to improve the accuracy of hardware time-stamps beyond what
is provided by the underlying hardware design. We successfully
apply this method to remove time-stamping errors caused by
varying network traffic patterns and queue variance in the
network adapter. Additionally, we demonstrate a real-world ap-
plication that uses this method to reduce network synchronization
error, from over 300 nanoseconds to lower than 30 nanoseconds
(a 10x reduction), without changing the hardware or any software
in the application layer.

Index Terms—networking, network adapters, Machine learn-
ing, AI, time-stamping, synchronization, clock-synchronization
PTP

I. INTRODUCTION

Clock synchronization has been a key long-standing chal-

lenge in packet-based distributed systems. IEEE 1588 [1]

has evolved dramatically in recent years to accommodate an

increasing number of use cases. Some examples: In the domain

of 5G telecommunications infrastructures, where timing syn-

chronization requirements can be very strict [2]–[4]; another

example is autonomous cars where a dedicated PTP profile [5]

has been developed exclusively for timing synchronization [6],

[7]. In data centers, however, although the topic of timing syn-

chronization had been raised more than a decade ago [8], [9],

until recently, there was no publicly announced deployment of

PTP in data centers. Not long ago, the Open Compute Project

(OCP) established a project (code-named TAP) [10], with the

vision and target to define the time-synchronization server

for modern high-scale data centers. The Project defines the

requirements in order to deploy time synchronization service,

and explore use cases to exploit/leverage it. For example, one

of the use cases leveraging the time service in a data center

is distributed database [11] that use clock synchronization

to enforce external consistency. It is commonly known that

the accuracy of the clock synchronization has been bound

by hardware time-stamping accuracy [12]. Scientific solutions

such as White Rabbit [13] would require a complete redesign

of the infrastructure as they rely on super-precise custom

hardware implementations, which dictate using either dedi-

cated hardware for time-sensitive networking or an entirely

new architecture. In data centers, however, the main challenge

has been the huge install-base of network interface controllers

(NICs) and switches; most of which lack accurate PHY layer

time-stamping. Replacing such an extensive install base would

pose a significant financial burden, which seems to be the

biggest hurdle to deploying an accurate time service. There

have been several attempts to overachieve the accuracy of

hardware time-stamping, such as the Huygens framework

[14], [15]. This and other suggested frameworks [16], [17]

dramatically abandon PTP (and NTP) protocols, modify the

idea of a clock tree, and thus require a substantial re-coding

of application and infrastructure software layers.

In this work, we address those challenges and demon-

strate machine learning methods to improve the accuracy of

hardware time-stamping. To the best of our knowledge, this

is the first work to discuss and propose a method for im-

proving hardware time-stamping accuracy without modifying

the hardware, driver, and application layers. This work can

be implemented on an existing PTP deployment, or even

Network Time Protocol (NTP) [18]. Specifically, we make the

following key contributions: 1) We expose and elaborate the

fact that the inaccuracy of a hardware time-stamp is dependent

on the internal hardware state; 2) we explain how to train

an AI system to correlate between the hardware state and

the inaccuracy; and 3) we apply our technique to create a

solution which dramatically improves hardware time-stamping

without any architectural changes. The result is significant and

demonstrates a magnitude of order improvement (from 300

to sub-30 nanoseconds). The results were tested using ptp4l

[19], [20], over real-world traffic and synthetic traffic (using a

traffic generator to emulate some extreme cases). Lastly, our

work enables using existing network adapters for the most

challenging PTP profiles (G.8273.2 class C) [21], enabling

the use of workloads and architecture, which was previously

not feasible, (e.g., softwarization of the 5G infrastructure) due

to strict real-time restrictions.

A. AI in Networking

The role of Machine Learning (ML) in networking has

grown significantly in recent years (see surveys [22], [23]).

The works in this field employ the full range of ML tech-

niques, including supervised learning, unsupervised learning,

and reinforcement learning (RL), address a variety of net-
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Fig. 1. Example of a NIC transmit pipeline

working problems. In the area of supervised learning we can

find, for example, works on traffic prediction [24]–[26], load

prediction [27], [28] and classification of network traffic [29],

[30], or even specific packets [31], [32]. Unsupervised learning

for example, is used in the field of cyber security [33]–[35],

or for detecting anomalous performance behaviors [36], [37].

Finally, examples of using reinforcement learning techniques

can be found in the fields of congestion control, [38] adaptive

routing [39]–[41] and cyber security [42]–[45].

While these works have shown that ML methods can help to

achieve improved performance in the area of networking, most

of them suffer from two main issues: The first is computational

overhead, including various resource management problems

in practical deployment [22]. The second issue is that the

majority of the ML-based solutions are evaluated solely on

the basis of the synthetic data obtained via simulations [46]

and lab experiments, which may differ significantly from real-

world data [47]. Our approach overcomes both issues: Our

ML model requires very little computational resources, while

still achieving the desired accuracy, and can be implemented

on real hardware, without an overhead. Most importantly, it is

evaluated on a diverse set of real-world traffic patterns.

II. NETWORK ADAPTER PIPELINE AND TIME-STAMPING

High-speed commodity network adapters are complex ma-

chines capable of sending and receiving hundreds of millions

of packets per second simultaneously, with link speeds in

excess of 100 Gbps, all while applying sophisticated filtering,

steering and packet processing. The ever-growing performance

requirements have driven a design that decouples the packet

processing pipeline into multiple stages.

The NIC pipeline is a system composed of multiple in-

terconnected queues, most of which have fixed-size input

buffers. Some of these queues also contain multiple internal

units performing work in parallel. Packets being processed

constitute jobs in the system; typically they are assigned

priorities such that at each individual stage, the hardware can

pick the job (packet) with the highest priority. Additionally,

queues in this system can destroy jobs (e.g., a dropped packet

due to firewall rules) or create new jobs (e.g., replicating

packets in case of multicast communication).

In the following section, using the example of packet

transmission, we provide a high-level overview of the different

stages involved in a network adapter’s operation, and how they

relate to packet time-stamping. We have chosen the transmit

pipeline as it presents the most difficult challenge in the field

of packet time-stamping.

A. NIC TX Pipeline Overview

A user application submits (through a library or a device

driver) a packet send request. This request is almost immedi-

ately acknowledged by the network adapter front end. Very

little processing is performed at this stage, besides that of

basic security and permission checks. From there, the packet

send request enters a packet scheduler, which determines

when that packet should be sent. This is typically where

Quality of Service (QoS) functionality is implemented. Once

the scheduler determines that it is the user packet’s turn to

be sent, the packet moves into the processing stage where

various offloads are performed. Examples of such offloads

include packet encryption (IPSec [48] or TLS [49]), complex

steering [50], tunnel encapsulation [51], and header rewrite.

The following stage in the pipeline is the Medium Access

Control (MAC), which is responsible for both managing and

scheduling packet transmissions on the physical medium and

is also typically responsible for calculating and appending

the packet’s frame check sequence. The last stage in the

pipeline is the physical layer that converts the packet bits

to electrical symbols, which are finally transmitted on the

physical medium.

B. Impact of Network Adapter Design on the Accuracy of
Transmit Time-stamps

An important issue that needs to be addressed in each

network adapter’s design is when to notify the user that their

packet has been sent. In principle, any of the stages in the

transmission pipeline may be used to generate a send comple-

tion notification, along with its associated packet transmission

time-stamp. The packet send notification must be delivered to

the entity responsible for sending the packet. However, given

the high speed of the pipeline that is handling millions of

packets per second, and the fact that the entity requesting the

transmit time-stamp is just one of thousands of NIC users,

with each potentially residing in a different thread, process,

application, CPU core, or even virtual machine [52], [53],

the implementation can quickly get complicated. The earlier

in the pipeline the packet send notification is returned, the

simpler the network adapter’s pipeline becomes; it requires

fewer resources and less buffering. However, the resulting

transmit time-stamp is less accurate. Conversely, though gen-

erating the send completion notification at the physical layer

provides the highest possible accuracy of time-stamps, it is

also the most costly approach since such design needs to

maintain the association between packets and the requesting

entities throughout the entire network adapter. This design

choice represents a decision based on the feature’s return on

investment (ROI); high-speed commodity network adapters

available on the market typically attempt to strike a balance

by considering the packet to have been sent (and generating

the respective notification containing the transmit time-stamp)

in either the packet scheduler or the packet processor.
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C. Sources of Inaccuracies in Transmit Time-stamps

Any variable delay that a packet encounters between the

moment it is time-stamped and when it actually egresses on

the physical medium adds to the inaccuracy of the transmit

time-stamp. A list of potential reasons why a packet might be

delayed includes:

• Congestion Control [54], [55]: congestion control pro-
tocols can intentionally delay transmission of a packet in

order to reduce overall network congestion

• Packet Processing [53], [56]: e.g. packet encryption

method in which execution time depends on the packet

size

• Traffic burstiness and the resulting queuing and
buffering [56]–[58]: network traffic patterns have been
found to be fundamentally bursty at small timescales,

leading to buffering and queuing effects in the network

hardware

• Hardware resources arbitration and packet QoS [59],
[60]: other packet(s) with higher priority are processed

and transmitted before the time-stamped packet or the

time-stamped packet awaits hardware resources currently

occupied by other packets

III. IMPROVING TIME-STAMP ACCURACY

A. Solution Overview

As explained, the delay encountered by a specific packet

depends on the NIC state as the packet is being processed.

Hardware implementations typically have probes in the form

of performance counters or queue depth indications used by

hardware designers to inspect the performance of the blocks

they create. We re-purpose those hardware probes in order

to introduce observability of the NIC’s instantaneous state

while the packets are processed by NIC’s pipeline. Further,

we employ Machine Learning (ML) algorithms to estimate the

delay encountered by a specific packet from the moment it’s

time-stamped to the moment it egresses on the wire, based on

the values of those hardware probes. The time-stamp provided

by hardware is then adjusted by this estimated delay, resulting

in an Artificial Accurate Time-stamp (AAT).
Fig. 2 illustrates the overall architecture of the solution. We

created a firmware daemon that continuously queries the state

of the NIC transmit pipeline and reports it to a time series

database. The hardware probes its queries, including queue

occupancy and buffer utilization, as well as instantaneous

packet and bit rate. Because the daemon runs on the network

adapter itself, it has a very low latency for querying the

hardware state. The data in the time series database is then

used by an interposer library which intercepts an application’s

(e.g. ptp4l [19]) request for a packet transmit time-stamp.

This library obtains the raw, hardware-generated transmit time-

stamp and looks up the hardware state snapshots that were

taken immediately before and after the generation of the packet

transmit time-stamp. Using those hardware state snapshots,

the interposer library executes a machine learning model to

estimate the delay that the packet experiences before its egress

Fig. 2. Architecture of solution

Fig. 3. External loopback setup for obtaining training data

on the wire. It then adds the estimated delay to the hardware-

generated transmit time-stamp and finally returns the modified

time-stamp to the application. Thanks to this architecture, no

application changes are required in order to use the improved

time-stamps.

B. Obtaining the Training Data

In order to build the machine learning model, we need to

find the ground truth for when the packets are transmitted on

the wire and contrast that with the hardware-generated transmit

time-stamp. For that purpose, we built the system shown

in figure 3. The system is composed of a single NVIDIA®

Mellanox® ConnectX®-6 Dx [61], a two-port network adapter

in which the ports are connected with an external copper cable

so that any traffic transmitted from port 0 is received on port 1.

In the case of the adapter used in our experiments, the receive

time-stamp accuracy does not depend on the traffic pattern as

the receive time-stamping is performed in the physical layer.

Importantly, both ports use the same underlying clock source

so that both hardware transmit time-stamps are expressed on

the same time-scale. Since copper cables exhibit a known

constant delay that can be compensated, the receive time-

stamp on port 1 becomes a proxy measurement of the packet’s

egress from port 0.

We have created a special application that sends packets

on port 0, obtains their transmit time-stamps (as reported by

hardware), looks up the hardware state around the transmission

time (hardware state snapshots taken immediately before and

after the packet’s transmit time-stamp), and also receives the

same packet on port 1 along with its receive time-stamp. All

this data is then saved into CSV files for further processing.

In order to simulate the challenging scenarios this solution

would be used in, we have created a traffic generator applica-
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tion based on DPDK [62] that produces various traffic patterns.

The following packet size distributions were implemented in

this application:

• mix: 29x 90B, 1x 92B, 12x 594B, 8x 1418B
• uniform: 1x 64B, 1x 65B, ..., 1x 1518B
• fixed: all packets of the same (configurable) size

Traffic pattern drawing from any of these packet size dis-

tributions can be generated with instantaneous bandwidth

(measured over a time period of 260 milliseconds) freely

fluctuating between 0 Gbps and full link speed.

We then carefully examined the details of NVIDIA®

Mellanox® ConnectX®-6 Dx [61] design, identifying all

blocks which may delay packet’s egress after it has already

been time-stamped. This list includes one output queue in

the packet processor, two queues in the MAC layer and two

additional queues in the PHY layer. We have then selected

hardware probes that provide observability into the state of

those blocks; the values of these probes around the packet’s

raw hardware TX time-stamp were included among the fea-

tures for training the machine learning models (see Table I).

IV. MODEL TRAINING AND SELECTION

Dataset: Using the mechanism described above, we gener-
ated a dataset composed of 12.7M observations for different

NIC states, explicitly different link speeds and interfering

traffic patterns. The dataset was divided into train (70%) and

test (30%) datasets. Each observation included the NIC’s state

counter values for time samples before and after the observa-

tion packet processing. In addition, we used the time that has

elapsed between sampling the counters and the packet being

processed, which added two more values to the observation.

A full feature list can be found in Table I.

Fig. 4 depicts the distribution of the time delay (the target)

for different link speeds. We can see that higher link speeds

result in shorter time delays. The behaviour of the data

suggests that a tree-based model is a natural fit, in which a

smaller sub-tree is trained for each hardware state.

Training: We compared the results of 4 ML regression
algorithms: Linear Regression, Decision Tree, CatBoost, and

Neural Network, trained with the L2 regression loss. We

evaluated and compared the results by calculating the Mean

Absolute Error (MAE) on a test set:

• Linear regression: A simple linear model. We used this
model as a baseline, to justify more complicated ML

models.

• Decision Tree: A single and deep decision tree with depth
dDT = 20.

• CatBoost [63]: This ML model is an assembly of

small ”weak” trees. We trained the model with

number of trees = 2844 trees, each of depth dC = 6.
• Neural Network: We trained a NN model to test whether
it can outperform a tree based model. First, the data is

uniformly normalized between [-1,1]. We used a deep

neural network (DNN) with 4 hidden layers, Adam opti-

mizer, learning rate = 0.002, weight decay = 5e−5,

TABLE I
LIST OF FEATURES IN EACH OF “BEFORE” AND “AFTER” TIME-SAMPLES

Feature Description

sampling delta Time difference between taking the hardware
state sample and packet TX time-stamp

pkt processor
outstanding bytes

Number of bytes already processed and
awaiting final arbitration and submission to
TX MAC

MAC in bytes Number of bytes buffered at TX MAC input
MAC in packets Number of packets buffered at TX MAC

input
MAC xcode bytes Number of bytes buffered in an internal TX

MAC transcoding queue
PHY in bytes Number of bytes buffered at TX PHY input
PHY internal bytes Number of bytes in additional stage of

buffering inside TX PHY

Fig. 4. Target distribution for different link speeds

batch size = 1024 and epochs = 500. We utilized the
PyTorch framework for training [64].

Testing Results and Model Selection: Below we can see
the MAE results on the test dataset for the different ML

algorithms:

• Linear Regression: 392ns
• Decision Tree: 19ns
• CatBoost: 20ns
• Neural Network: 18ns

Full results table can be seen in figure 5.

It is clear that a simple linear regression model is not com-

plex enough to capture the correlation/relationship between

the NIC state and the time delta, and a more sophisticated

ML model is required. The other ML algorithms, on the other

hand, managed to reduce the error from 392ns to ∼20ns
MAE. While there is a little difference between the NN and

the tree-based models’ results, the NN is more complex to

train and has more hyper-parameters to optimize, whereas

tree-based models have a simpler training process since they

don’t require data normalization and have very short inference

times. If we want a model to be retrained for changes in
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Fig. 5. Absolute error percentiles (nanoseconds) evaluated on test set for
Linear Regression (LR), Decision Tree (DT), CatBoost, and Neural Network
(NN)

the hardware or the data, we should prefer a simpler train-

ing process such as the one required for training tree-based

models. In addition, tree-based models (either CatBoost or

DT) can be implemented as a chain of if/else statements on

low memory budget resources. Choosing between CatBoost

and DT depends on the performance requirements of the

deployment system in terms of inference time and model size,

for which there is a trade-off between those two characteristics.

Decision Trees have a very short inference time (dominated by

the depth of the tree dDT ), but also a large number of nodes

(≤ 2dDT+1 − 1, equality is achieved when the tree is full).
On the other hand, a CatBoost model has a smaller model

size (≤ number of trees ∗ (2dC+1 − 1), depends on tree
growing policy), but a longer inference time (dominated by

number of trees ∗ dC). We decided to implement CatBoost
as its low memory consumption provided a big advantage over

DT, while its inference time was comparably the same as DT’s

in our case.

V. RESULTS AND CONCLUSIONS

A. Impact on Synchronization Performance

In order to verify the real-world applicability of our ap-

proach, we have used the interposer library in conjunction

with ptp4l [19] to inspect how this solution is improving

synchronization quality. For this test, we have connected

two machines (host 1 and host 2) equipped with NVIDIA®

Mellanox® ConnectX®-6 Dx [61] back to back, with host 1

acting as the synchronization master. We have also connected

the synchronization master PPS OUT port to the PPS IN port

of the other host in order to use the PPS out/in capability of

NVIDIA® Mellanox® ConnectX®-6 Dx [61] (see Fig. 6). In

this setup, synchronization is established over an Ethernet link.

Additionally, host 1 emits an electrical signal on the PPS OUT

port every time a full second elapses according to its clock.

Host 2 records the time on its local clock for every electrical

input it sees on its PPS IN port. By subtracting the difference

between this time and the nearest rounded second, we have

obtained a hardware-based measurement of time error between

the two nodes.

In the test procedure, the traffic generator is started first,

followed by ptp4l [20] master and slave applications launched

on the respective hosts. Measurement of the time error via PPS

signals begins after a 20-second delay for the initial nodes’

synchronization, and lasts one minute. Finally, the maximum

Fig. 6. Setup for measuring time error via PPS signals

TABLE II
MAXIMUM TIME ERROR WITH FLUCTUATING INTERFERING TRAFFIC.

ALL VALUES IN NANOSECONDS.

link speed traffic no AAT with AAT improvement

25Gbps

none 20 24 -20%
mix 340 28 92%

1024B 352 20 94%
1322B 300 20 93%
1518B 312 24 92%
uniform 332 24 93%

100Gbps

none 16 24 -50%
mix 56 28 50%

1024B 56 20 64%
1322B 32 24 25%
1518B 32 24 25%
uniform 32 24 25%

time error is calculated as the difference between the largest

and the smallest time error.

Results are given in Table II. For the non-interesting case

of an idle 25Gbps link, we can see that AAT has reduced the

accuracy by 20% but it is still under 30ns. The major obser-

vation is that for a 25Gbps link loaded with a traffic pattern

composed of mixed packet sizes, the maximum time interval

error has dropped from 340 nanoseconds to 28 nanoseconds,

a 92% improvement. More importantly, our solution delivers

a sub-30 nanosecond time error across various link speeds

and interfering traffic patterns, meeting the highly demanding

G.8273.2 Class C [21] clock requirements. Results on a

100Gbps link - though still adequate - are less spectacular

since the original performance under various conditions was

already very good. We have also tested a packet size of 1322

bytes, indicated as a realistic use case for 5G fronthaul [65]

with very good results.

For visualization purposes, we have also plotted the PPS-

measured time error using a graphical tool. A visualization for

a 25Gbps link is shown in Fig. 7 which is a time-series plot

of the time error. The plots consist of three separate parts.

The leftmost part shows the time error achieved by using

raw hardware transmit time-stamps without AAT adjustments

when the synchronization is performed without any interfering

traffic on the link. The middle part shows the time error

- still without AAT - with the traffic generator transmitting

mixed traffic patterns with fluctuating bandwidth. Finally, the

rightmost part shows the time error with the mixed traffic

still present on the link but with the transmit time-stamps
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Fig. 7. Time error plot (25Gbps link). Left: idle link without AAT, middle:
fluctuating mix traffic without AAT, right: fluctuating mix traffic with AAT

transparently corrected by the interposer library according to

the solution described in this paper using AAT. We can clearly

see that the time error reduces to below 30ns as required.

B. Inference Complexity and Resource Usage

We have profiled the runtime cost of using the AAT in order

to assess its suitability for deployment in real-world solutions,

including embedding it in hardware. Our experiments were

run on an Intel Xeon Gold 6242 CPU running at 2.8GHz

under control of RHEL 7.6. The evaluated CatBoost model

contained 2844 trees and occupied 3012 kB on disk; its perfor-

mance was measured over 6 thousand independent inference

cycles. The minimum inference time across this measurement

was 39 microseconds, the median was 73 microseconds and

the maximum inference time was 260 microseconds. ITU-T

8275.1 [66], a common PTP profile used in 5G networking,

dictates that time-critical messages (sync and delay requests)

be exchanged every 32 milliseconds on average. Given that

the longest measured inference time of our proposed method

is 260 microseconds, the inference consumes in the worst case

∼0.8% of available message-to-message period which we con-
sider to be negligible. Additionally, we have profiled memory

consumption and we have found that AAT, as implemented

by our inter-poser library which simply interfaces with the

publicly available CatBoost library [63], has increased the

memory consumption by 3871 kB. Based on these measure-

ments, this solution could be readily deployed on advanced

Smart NICs such as NVIDIA® BlueField® [67] which are

equipped with capable on-board CPUs and as much as 16 GB

of memory. Porting this solution to simpler, embedded devices

such as NVIDIA® Mellanox® ConnectX®-6 Dx [61] is more

also possible by compressing the model and implementing it

as a chain of if/else statements, which can be done easily for

tree-based models.

C. Applicability in Data Centers and other Domains

To conclude our paper, we expect that our work will enable

softwarization and usage of existing commodity NICs in the

5G domain, as well as improve the time sync in existing

data center deployments. We also believe that the method we

have introduced presents a novel paradigm of using online

Machine Learning inference to complement existing hardware

implementations, yielding benefits far greater than what can

be achieved with offline device calibration. In essence, packet

transmit timestamp is nothing but a measurement of time when

a given packet passes a reference plane inside the network

card. We found this measurement to be tainted by noise which

depends on hardware state parameters in a nonlinear way and

discovered a way to eliminate this noise by means of online

inference. The same philosophy can be applied regardless

of whether the measurement involves time, location, force,

tensile stress or any other entity. For example, a force sensor’s

accuracy might be simultaneously affected by how many

measurement cycles it had performed before, extension of an

internal spring and the oscillation of power supply voltage

with all of these components contributing to the measurement

error in a nontrivial way. A machine learning model might

then be trained to correct this noise, ultimately resulting in

a measurement which is more precise than what the under-

lying hardware allows. We expect that the coming years will

see multiple instances of applying the same methodology to

various domains.
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